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SUBJECT: Bionetric and Personal |Information Act/Personal ldentifying Information

SUMVARY

This bill would create the “Bionmetric and Personal |nformation Protection Act.”
It would place restrictions and regul ations on the collection, retention and use
of any uni que individual personal identifiers (U PIs) wthout specific statutory
aut hori zation or the infornmed consent of the persons to whomthat information
pertains. This bill would restrict nmedical personnel, governnental agencies
(county, city or state, with certain exceptions for |aw enforcenent agencies) and
third parties in the collection, retention and use of the U PIs.

EFFECTI VE DATE

This bill would beconme effective January 1, 2001, and operative for al
provi sions after that date.

LEG SLATI VE H STORY

SB 1419 (99/00), as anmended March 27, 2000, would create the “Bionetric and
Private Informati on Protection Act.”

BACKGROUND

Federal and state law requires state agencies to conply with strict requirenents
and guidelines in the use of personal information. The Information Practices Act
of 1977 (Cvil Code Section 1798, et. seq.) and the California Public Records Act
(Governnment Code Section 6250, et. seq.) provide neasures to assure fair
treatnment of individuals who are the subject of state agency records.

These acts place specific requirements on state agencies in the collection, use,
mai nt enance and di ssenination of information relating to individuals. Wth
exceptions, individuals may review, obtain copies, request anendnents and
corrections and dispute information pertaining to themin state records.

Cvil remedies and penalties are provided for violations that adversely affect
i ndi vidual s who are the subjects of state agency records.

SPECI FI C FI NDI NGS

The Revenue and Taxation Code (R&TC) provides that information collected on
incone tax returns is confidential and shall be used only to adm nister the
incone tax laws. The Franchi se Tax Board (FTB) nmay di sclose information only in
limted circunstances and only to specific agencies as expressly authorized by
statute.
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The R&TC aut hori zes di scl osure of confidential taxpayer information only under
the followi ng circunstances: in judicial or admnistrative proceedings in
connection with the taxpayer's civil or crimnal liability; to |legislative
commttees; to the Attorney CGeneral for specific types of proceedings; to the
State Controller for the purpose of |ocating the owners of unclained property; to
the State Departnment of Social Services and the State Departnent of Health
Services for the purpose of reporting unearned incone; to the Student Ad

Comm ssion for the purpose of collection of student |oans; to the Public

Enpl oyees' Retirenent Systemfor the purpose of disbursing unclainmed benefits;
and to the Parent Locator for the purpose of |ocating parents for child support
collection. As permtted by statute, FTB has entered into a nunmber of reciprocal
agreenents with the Internal Revenue Service (IRS) and other taxing authorities
to share confidential taxpayer information for purposes of enforcing tax
conpl i ance.

Except as provided by statute, disclosure of incone tax return information is a
m sdeneanor of f ense.

This bill would establish the “Bionetric and Personal |nformation Protection
Act.” This bill contains legislative intent |anguage finding that the use of

el ectronic data transfer and the techni cal advances in bionedical identification
have created an ethical and practical dilenma in the spread of private
informati on and the violation of individual privacy. It is the responsibility of
the Legislature to protect the citizens of the state of California from
violations of their |lawful individual privacy.

This bill would define the term “uni que individual personal identifiers” (U PIs),
as any nunber, specifically including an individual’s social security nunber,
synmbol, electronically generated or retained identifier, characteristic, physica
or biological trait, genetic marker, genetic code, or any other genetic
identifier, or any precise electronic, nedical, biological, or bionetric
measurenent, or determ nant of any individual, or of any physical part of that

i ndi vidual, or of any bodily fluid or biological waste product of an individual,
or any record or sanple of such, or any other trait by which one individual can
be uniquely identified as distinct fromany other individual.

This bill would define other various ternms such as “lawful individual privacy”
and “inforned consent.”

This bill would place restrictions on the collection, exchange, retrieval,

buying, selling and | easing of any nedical records or any information about U Pls
of any person wi thout obtaining the infornmed consent of that person. No nedica
per sonnel or physician may pass this information on to obtain goods or services.
It can be used for generic, statistical, denmpographic collection for medical, and
scientific research purposes only.

This bill would place restrictions on any governnental agency, county, city or
state, on the collection, possession, processing, exchange, retrieval, accessing,
retaining, storing, using, buying, selling, transferring, |easing, or

di ssem nating in any way of any information about a U Pl of any person w thout
obtai ning the informed consent of that person. A governnental entity could be
made exenpt fromthese restrictions with specific statutory authorization
permtting and defining the strictly limted collection, retention and use of
that information in the absence of infornmed consent. Departnent of Corrections,
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Departnent of Justice, California H ghway Patrol and |ocal |aw enforcenent
departments and personnel are exenpted fromthese restrictions.

This bill would hold any third party that receives UPIs to the highest standards
of confidentiality. A public entity would not be held liable, but any person,

i ncluding any officer, agent or enployee of the state, would be held liable in
any crimnal or civil cause of action.

This bill would require any individual or public or private entity that has

| awful access to UPIs to make an affirmati ve, biannual witten contact with
every person identified by that information. The witten contact shall include
several disclosures regarding the use of the UPIs. |If the person fails to
respond to the notification within six nonths after the second notification, the
i ndi vidual or entity would be required to delete all information regarding the
per son.

This bill would make it a misdenmeanor to willfully and know ngly viol ate any of
the confidentiality provisions of the bill. First and subsequent violations of

the confidentiality provisions are punishable by an unspecified fine. Any
contractor, agent or enployee of the state who willfully violates provisions of
the act wll be termnated fromstate enploynment or service and permanently
disqualified fromrehire by the state. This bill also would authorize a cause of
action for negligence or invasion of privacy or both, including rei nbursenent of
attorney’s fees, against any person or entity that violates restrictions on the
use of bionetric and personal information specified in the act.

Pol i cy Consi derations

This bill seeks to regulate uses of information both by governnent and by
private industry. However, because of the differences between the two
groups, perhaps separate statutory schenes should be tailored to the
character of governnment versus industry.

| npl enent ati on Consi der ati ons

Under current state law, the FTB is responsible for adm nistering and
enforcing the California income tax laws. This duty includes the collection
of incone tax revenues and non-tax debts, such as child support and court
ordered debt. This bill provides that a state or | ocal agency could collect
any information regarding U PlIs only if they first obtain the informed
consent of that person or specific statutory authority permts and defines
the strictly limted collection, retention, and use of UPIs in the absence
of informed consent. It is unclear whether existing |laws that authorize the
collection, retention, and use of taxpayer information satisfy the
requirenments for “specific statutory authority” established by the bill.

Under current departnent practice, social security nunbers (SSNs) and
taxpayer identification nunbers (TPIDs) are collected by the departnment from
various sources, including fromthe taxpayer and from agencies required to
report financial information. The departnment al so i ssues Persona
Identification Nunmbers (PINs) for taxpayers using the electronic filing or
the Telefile program SSNs, TPIDs, PINs and financial information are used
for conpliance devel opnent, audit and collection. If this bill is intended
to restrict the collection and use of SSNs, TPIDs and PINs and existing | aw
is not adequate to avoid obtaining a taxpayer’s informed consent for the
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collection, retention, and use of such information, this bill would severely
i npede the state’s ability to collect outstanding tax liabilities from non-
conmpl i ant taxpayers.

Also, if FTBis required to seek pernmission of the taxpayer before
collecting and using U PIs or disclosing themto other agencies, several
departmental progranms woul d be severely hanmpered. |If the departnent is
required to contact and obtain perm ssion fromthe individual, the costs of
department prograns woul d be increased, and many prograns nay becone

ineffective. As witten, this bill could severely underm ne the
effectiveness of admnistration of the state’'s i ncone tax enforcenent
prograns. It is the departnent’s understanding that this bill will be

anmended to apply only to medical information, which would resol ve these
concerns.

FI SCAL | MPACT

BOARD

Depart nental Costs

If the departnent is required to seek taxpayer perm ssion before collecting,

retaining, and using information, this bill could significantly inpact the
department’s costs. However, if anmended to apply only to nedica
information, this bill would not inpact the departnent’s costs.

Tax Revenue Di scussi on

This bill could significantly inpact the state’s incone tax revenues if use
of confidential tax information is restricted. However, if amended to apply
only to nmedical information, this bill would not inpact revenues.

PCOSI TI ON

Pendi ng.



